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Scope and objective 

Mrs Sumayya Athmani                                                                                           Our ref: N/058/01/wg/tg 

Chief Executive Officer 

National Oil Corporation of Kenya 

AON Minet House 

Mamlaka Road, off Nyerere Road 

Nairobi 

 

20 December 2013 

 

Dear Sumayya 

We have completed our audit of the annual financial statements for the year ended  30 June 2013 and we wish to record 

our appreciation for the assistance given to us by your management and staff. 

The primary purpose of our audit was to enable us to express an opinion as to whether or not the annual financial 

statements  fairly present, in all material respects, in accordance with  the International  Financial Reporting Standards. 

We reviewed and evaluated the system of internal accounting control only to the extent we considered necessary, in order 

to establish the nature, timing and extent of auditing procedures necessary for expressing an opinion on the financial 

statements.  

Our audit of the financial statements for the year ended 30 June 2013 would not necessarily disclose all weaknesses in 

the system because it is based on selective tests of accounting records.   

This report summarises certain observations and recommendations which resulted from our audit.  The implementation of 

these recommendations should assist management in improving internal accounting controls. 

Grade 

Significant deficiency 

■ A significant deficiency in internal control is a deficiency or combination of deficiencies in internal control that, in our 

professional judgment, is of sufficient importance to merit the attention of those charged with governance 

Control deficiency 

■ A deficiency in internal control exists when 

– a control is designed, implemented or operated in such a way that it is unable to prevent, or detect and correct, 

misstatements in the financial statements on a timely basis, or   

– a control necessary to prevent, or detect and correct, misstatements in the financial statements on a timely basis is 

missing 

Other matter 

■ An other matter is a deficiency in administrative processes that, in our professional judgment, does not meet the 

definition of a significant deficiency or control deficiency 

Finally, we shall be pleased to discuss and explain these recommendations and to provide the assistance you may require 

to put them into effect. 

This report is provided on the basis that it is for your information only and that it will not be copied or disclosed to any third 

party or otherwise quoted or referred to, in whole or in part, without KPMG's prior written consent. 

Yours faithfully 

 

 

 

 

cc: 

Rev. Dr. Jessie Mutura    Mr Edward Ouko 

Ag Chairman, Board Audit Committee  Auditor General 

National Oil Corporation of Kenya   Kenya National Audit Office 

AON Minet House   4th Floor, Anniversary Towers 

Mamlaka Road, off Nyerere Road   University Way 

Nairobi    Nairobi 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 
KPMG 

Evaluation 

KPMG update from prior 

year 

Management 

update from prior 

year 

1. Job description and performance appraisal 

We noted that some of the employees did not have 

job descriptions while for others there was no 

evidence of completion of performance appraisals. 

Recommendation 

All employees should have duly signed job 

descriptions and timely completion of their 

performance appraisal . 

 Other 

matter 

 Resolved - As per our 

final audit review, the 

staff sample selected 

had job descriptions  and 

the performance 

appraisals done in 

December had  been 

completed. 

 Performance 

appraisals for 

mid-year 2012/13 

have been closed. 

2.  Accounting treatment for lubes 

From our review of the lubes stocks, we noted that 

the stocks are kept off the system which resulted in 

a lag in passing the Journal entries for cost of goods 

sold to match the sales when they occurred. 

Recommendation 

Management should ensure that Lubes are tracked 

through the inventory management system to 

ensure proper controls over stock movement. 

 Control 

deficiency 

 Resolved - As per our  

year end review, we 

noted that Lubes had 

been uploaded into 

Oracle. A listing of the 

inventory run from oracle 

also reflected the lubes. 

 Issue resolved 

3. Accounting treatment  of liquefied petroleum 

gas cylinders  

We noted that there was an inconsistent accounting 

treatment for liquefied petroleum gas cylinders and 

related transactions. While some cylinders were 

accounted for under fixed assets (with any amounts 

received being posted to deposits payable) other 

cylinders were accounted for in inventory (with 

amounts being received being posted to revenue). 

Recommendation 

LPG cylinders should either be treated as 

inventory(with sales recorded as revenue) or as 

property plant and equipment(with amounts received 

being recorded as refundable deposits), but not both 

approaches as the same time 

 

 Significant 

deficiency 

 Resolved – A correcting 

audit adjustment was 

passed in the prior year 

financial statements 

transferring the LPG 

cylinders from PPE to 

Inventory. From our 

review of inventory listing 

as at 30 June 2013, we 

noted that cylinders had 

been reclassified to 

inventory in Oracle. 

 Issue Resolved 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

4. Reconciliation of payroll related balance sheet 

accounts 

From our review of other payables, we noted that a 

number of accounts payable had debit balances as at 

30 June 2012. We have not been able to obtain any 

supporting documentation in relation to these 

amounts. 

These balances have been attributed to system 

issues on mapping of the payroll GL accounts. 

 Recommendation 

Management should review the mapping on the 

payroll accounts to ensure that the amounts 

payable/receivable with regards to payroll deductions 

are not misstated and are adequately followed up. 

 Other 

matter 

 Resolved - As per the 

final TB as at 30 June 

2013, the payroll 

accounts had been 

reconciled. 

 All the Payroll 

accounts have 

now been fully 

reconciled to 

Salaries Control 

accounts and 

adjustments done 

accordingly. 

5. Product sharing contract (PSC) agreement. 

From our review of the PSC agreement between 

NOCK and the Government, we noted that the 

Corporation had not been paying amounts agreed as 

per the contract to the Government. 

Further, we noted that the corporation had spent way 

below its budgeted amount allowed for exploration 

activity.  

Recommendation 

Management need to ensure compliance with the 

PSC agreement requirements 

 Other 

matter 

 Resolved - Although 

management has 

represented that they 

agreed with Ministry of 

Energy (MoE) not to 

remit the amounts, the 

evidence of the 

agreement is yet to be 

provided to us. With 

regards to the under 

spending of exploration 

funds, the Corporation’s 

exploration activities and 

hence expenses have 

increased significantly 

hence utilising the 

amount budgeted for 

exploration activity. 

 

 On remitting of 

payments to 

MOE, a liability 

has been 

recognized over 

the 3 years. 

Work in the block 

has increased 

significantly. In 

FY 2012/13, 

work on Full 

Tensor Gravity 

Gradiometry 

(FTG) was 

carried out at a 

cost of KShs 

235m. Seismic 

survey tender 

has been 

awarded and is 

expected to 

commence in the 

second quarter of 

the current 

financial year. 



© 2013 KPMG Kenya, a registered partnership and a member firm of the KPMG network of independent member firms affiliated with 

KPMG International Cooperative ("KPMG International"), a Swiss entity. All rights reserved. 6 

Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

6. Segregation of Duties Conflicts 

From inspection of the rights assigned to users in the 

Oracle ERP application, we noted some segregation 

of duties conflicts where users were assigned 

conflicting rights in modifying customer master data, 

order management and receivables and payables 

super users. This could lead to opportunities for 

unauthorized or unintentional modification or misuse 

of the organization’s assets 

Recommendation 

We recommend that Internal Audit carry out a review 

of the rights assigned  to users in Oracle ERP and 

Fuelfacs. This should ensure that a person's 

authorization right in the system is in line with his role 

in the organization.  

- application transaction logs be maintained, which 

record all processed system commands or application 

transactions. 

 Significant 

deficiency 

 Resolved - NOCK’s 

Internal Audit Team had 

reviewed the user 

access rights and given 

recommendations to ICT 

who implemented these 

recommendations. 

 The exercise has 

been done for 

Financials and 

Supply chain 

management. 

Continuous review 

by the Internal 

Audit is done to 

ensure that any 

conflicting rights 

are resolved. 

7. Physical and Environmental Controls Review 

From inspection of the data centre environment at the 

Nairobi National Terminal Depot, we noted that the 

Fuelfacs server is stored under a desk in the 

operations room, there are no fire extinguishers or 

smoke detectors installed and cables are not 

adequately truncated to protect against physical 

damage. 

Recommendation 

We recommend that the completion of the server 

room at the depot should be expedited to ensure 

adequate conditions are in place for the protection of 

computer equipment.  

- Access to areas where sensitive information is 

processed or stored should be controlled and 

restricted to authorized persons only 

- A physical visitor access register should be 

maintained and signed by all visitors upon entry and 

exit of the room; the date and time of entry and 

departure of visitors should be recorded, and all 

visitors should be supervised and escorted by an 

authorized member of staff unless their access has 

been previously approved. 

- Environmental equipment that would aid in detecting 

and preventing disaster in the server room should be 

installed and maintained regularly; these include fire 

extinguishers and smoke detectors 

 Other 

matter 

 Resolved – we noted 

that NOCK had 

completed the 

refurbishment of the data 

center at NNT housing 

the FuelFACS server. 

Therefore prior issues 

raised on physical and 

environmental controls 

have been resolved. 

 The issue has 

been resolved  
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

8. Weak Logical access controls 

From our review of the application user listing and 

logical access controls, we noted some 

inconsistencies with regard to compliance with 

policies i.e. password parameters are not in 

compliance and the presence of dormant accounts in 

the domain. 

Recommendation-  NOCK explore avenues through 

which they can ensure adequate logical access 

controls are implemented for the Fuelfacs application 

either through two-factor authentication, user 

sensitization on adequate password practices or 

implement maker-checker functionality to ensure that 

critical transactions in the system are authorized 

before data is amended. 

 

 Other 

matter 

 

 Resolved - we noted 

that KIBIWOT was an 

employee of NOCK 

based at the Ministry 

hence only accessing 

the web-based system 

while PAGUMBAH was 

an employee of NOCK 

who had been away on 

training for 2 years 

hence the reason for 

their dormancy.  

 Single sign on is no 

longer a feature to 

access FuelFACS, the 

application requires a 

separate login which 

was implemented by 

the vendor. 

 Resolved. 

Accounts become 

inactive after 30 

days without use. 

9. Anti-Virus management 

From further inspection of the antivirus configurations 

set up on the personal computers both at the Head 

Office and the NNT Depot, we noted some computers 

that had no antivirus installation. As at the time of our 

review, 15 May 2012, we noted that the Kaspersky 

antivirus was due to expire in 2 days.   

Recommendation- The IT Manager and Antivirus 

Administrator should ensure that all machines have 

up to date antivirus software installed. Further, the 

administrator should ensure that all machines are 

properly monitored and that they are updated and 

scanned regularly for updates. 

 

 Other 

matter 

 

 Resolved - NOCK 

Antivirus licenses are 

up to date. 

 Resolved 

10. Unsupported balances in creditors.  

From our review of the creditors’ balances we noted a 

number of balances which have not been reconciled 

or supported.  

Recommendation 

Management should ensure that these accounts 

properly reconciled and supported.  

 

 Significant 

deficiency 

 

 Partially resolved– As 

per review during the 

final audit, we noted 

that there were long 

outstanding GRNs as at 

30 June 2013. 

 See management 

comments within 

current year's  

performance 

improvement 

observations. 



© 2013 KPMG Kenya, a registered partnership and a member firm of the KPMG network of independent member firms affiliated with 

KPMG International Cooperative ("KPMG International"), a Swiss entity. All rights reserved. 8 

Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

11. Business continuity management and backups 

We noted that though NOCK has documented a 

Disaster Recovery Plan (DRP), the development 

process has not been finalized and the plan has not 

been tested or approved by top level management. 

We further noted inconsistencies in the backup 

recycling and rotation of tapes to the offsite facility at 

Kenya Data Networks. 

Recommendation 

A DRP plan should be implemented to minimize the 

impact of a disaster on the organization and recover 

from loss of information assets (which may be the 

result of, for example, natural disasters, accidents, 

equipment failures, and deliberate actions) to an 

acceptable level through a combination of preventive 

and recovery controls. 

 

 Control 

deficiency 

 

 Partially resolved - 

KPMG noted that 

NOCK had plans in the 

pipeline to re-do their 

Disaster Recovery Plan 

and procedures afresh. 

KPMG noted that 

tendering had already 

been done for the 

same. The current DRP 

was done by Deloitte 

but has not been 

approved by 

management. This 

issue was raised in the 

previous audit but has 

not yet been resolved. 

However, for backups 

procedures, NOCK’s 

ICT team has 

procedures in place for 

backup of relevant data.  

 KPMG also noted that 

the issue of proper 

labeling and retention of 

backup tapes has been 

resolved 

 Tender for 

provision of 

consultancy 

services for the 

implementation of 

business 

continuity 

management 

awarded to 

Deloitte and 

touché, contract 

for engagement is 

underway.  

 The process for 

DR site has 

commenced with 

procurement of 

3par storage 

 

12. Monitoring and Review of User Activities 

Although we acknowledge that the IT  Manager has 

instituted self-assessment checks to review the 

Oracle Alert Log and Secure Log every month, there 

is no evidence of an independent review being carried 

out on the activities of powerful administrator 

accounts (such as SYSADMIN on Oracle) on any of 

the applications at NOCK 

Recommendation 

We recommend that NOCK take advantage of the 

numerous activity monitoring tools in Oracle such as 

database auditing, triggers, e-mail alerts, and a 

variety of logs and data dictionary tables/views, for 

auditing and reviewing activities done by the super 

user accounts. 

 

 Significant 

deficiency 

 

 Partially resolved - 

NOCK has instituted 

procedures to carry out 

reviews of super user 

activities on a monthly 

basis. 

 Issue has been 

resolved and is 

continuously 

monitored by 

systems auditor. 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

13. Information Security (IS) Policy Review 

From inspection of the IS policy, we noted that it was 

last reviewed and updated on 24 June 2010. The plan 

does not explicitly detail a planned interval under 

which the policies should be reviewed or updated to 

incorporate any significant changes to the information 

security measures in place or acquisition of new 

applications to ensure its continuing suitability, 

adequacy, and effectiveness.  

Recommendation- The information security policy 

owner should be responsible for the development, 

evaluation and regular review of the security policy. 

The review should include assessing opportunities for 

improvement of the organization’s information security 

policy and approach to managing information security 

in response to changes to the organizational 

environment, business circumstances, legal 

conditions, or technical environment. 

 Other 

matter 

 Partially resolved - we 

learnt that NOCK had 

reviewed their Security 

Policy as per ISO 

standards and the policy 

was in the MD’s office 

awaiting approval as at 

the time of our review. 

 Policy has been 

approved 

14. Reconciling items in hospitality, third party 

and Nairobi National Terminus (NNT) 

reconciliations 

From our review of the stock reconciliations ,we noted 

differences between the general ledger and: 

a. The physical stock count results for inventory at 

NNT. 

b. The stock confirmation as per third party 

statements for stocks held at hospitality depots, 

KPRL, KPC and KOSF. 

Although reconciliations have been prepared and 

reviewed by management, the reconciling items (as 

seen in the reconciliations) seem to be an 

accumulation of variances between 

physical/statement balances and the trial balances 

over time with few adjustments being made to the trial 

balance or to the statements to correct these 

anomalies. 

Recommendation 

Management should ensure that the reconciling items 

are investigated and appropriately cleared with the 

third party or appropriately adjusted to the trial 

balance on a timely and regular basis 

 Significant 

deficiency 

 Unresolved – From our 

review of inventory as at 

30 June 2013, we noted 

that there still existed 

huge variances between 

the general ledger and 

the physical stock count/ 

third party inventory 

statements. 

 See management 

comments within 

current year's  

performance 

improvement 

observations 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 

KPMG 

Evaluation 

 

KPMG update from prior 

year 

Management 

update from prior 

year 

15. Significantly aged Kerosene inventory 

From our review of inventory we noted 164,455 litres 

of Kerosene valued at KShs 8,598,776 (KShs 52/litre) 

which are attributed to have been in inventory since 

the financial year 2009 at various hospitality depots in 

Mombasa.  

Recommendation 

Management should review such inventory and 

ascertain its physical existence or recoverability from 

the respective hospitality location. Provisions should 

also be considered where the physical existence or 

recoverability of the same cannot be ascertained. 

 

 Other 

matter 

 

 Unresolved – 

Management are still 

following up with Total 

who are yet to respond 

to a letter written to 

them by NOCK. 

 As at 30 June 2013, the 

inventory still remained 

in the GL with no 

provision made against 

it.  

 No communication 

has been received 

from Total; 

Management will 

make a follow up. 

 Provision has 

been made in the 

current year. 

16. Stock Costing method- Weighted average cost 

From our review of inventory and the weighted 

average costing for inventory we noted that the 

weighted average cost is a monthly average of all 

purchases at a particular stock point as opposed to a 

moving average of inventory costs. 

Recommendation 

Management should review the costing methodology 

with a view to adopting a moving weighted average 

costing method or FIFO method as required by IAS 2 

– Inventories. 

 Significant 

deficiency 

 Unresolved - There is no 

change in the use of a 

monthly weighted 

average as was noted in 

the prior year. 

Management stated that 

Oracle consultants are 

expected to implement a 

daily moving weighted 

cost in the 1st Half of 

2013-14 Financial Year. 

 Oracle consultants 

are working on 

implementing a 

real time weighted 

average cost in 

the system. 

17. Provision for KPRL yield shift losses 

We noted that KPRL had issued all oil marketers with 

a yield shift adjustment relating to the period March 

2002 to May 2012, transferring losses/gains incurred 

in processing crude oil to the respective clients. The 

amount charged to NOCK was KShs 193,815,787 

with management making a 50% provision against 

this loss. 

Recommendation 

Managements should assess the adequacy of the 

provision in light of KPRL’s assessment of the loss 

and the forensic auditor’s report. 

 Significant 

deficiency 

 Unresolved - Forensic 

audit was conducted by 

Deloitte. However this 

report has not been 

availed to us for our 

review. From our 

discussion with 

management, KPRL 

refused to take up/adopt 

the report since the 

report showed that the 

refinery (now merchant) 

owes the OMCs product 

worth KShs 7-8 billion. 

The amounts due to and 

from KPRL are all in 

dispute given the recent 

development in the 

industry. 

 Matter is still 

outstanding 

awaiting 

communication 

from Ministry of 

Energy and 

petroleum and 

KPRL 

 Provision of kshs 

96 Million has 

been reversed in 

the current year in 

view of the current 

development 

which suggest that 

OMCs will be 

compensated for 

all yield shift 

losses. 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 
KPMG 

Evaluation 

KPMG update from 

prior year 

Management 

update from prior 

year 

18. Preparation and review of reconciliation of LPG 

(both the gas and cylinders held in inventory) 

inventory count at Nairobi National Terminus (NNT). 

From our review of inventory reconciliations, we noted 

that reconciliations between physical inventory of LPG 

(both gas and cylinders) and the system values were not 

prepared at the end of the year for LPG inventory and 

cylinders held at NNT. 

Recommendation 

Management should ensure that reconciliations for all 

inventory items counted are prepared and reviewed with 

any variances investigated and corrected on a timely 

basis.  

 

 Control 

deficiency 

 Unresolved – The 

reconciliations 

between GL and 

physical stock 

count/third party 

statements were not 

prepared on a 

monthly basis for 

LPG gas and 

cylinders. 

 Management 

prepared the year 

end reconciliation on 

request by the 

auditors. 

 See management 

comments within 

current year's  

performance 

improvement 

observations 

19. Difference between VAT 3 return  and the trial 

balance 

From our review of VAT 3 returns and the VAT 

asset/liability GL we noted variances between: 

a. Sales declared in the VAT 3 and the sales GL 

amount. 

b.VAT recoverable as per the VAT 3 and the amount as 

per the VAT asset/liability GL.  

Recommendation 

Management needs to ensure that reconciliations 

between the VAT 3 against the GL are prepared and 

reviewed on a regular basis. 

 Significant 

deficiency 

 

 Unresolved - From 

our review of the 

sales ledger to VAT 

3 returns 

reconciliations we 

noted that the 

reconciliation for the 

month of July 2012 

had not been 

reviewed while the 

reconciliation for the 

month of March 

2013 was reviewed 

on our request of the 

reconciliation i.e. 10 

June 2013. 

 Furthermore, we 

noted 

inconsistencies 

where in tank sales 

were reported as 

vatable sales in 

some months and 

not disclosed in 

other months. 

 

 

 

 The VAT 

reconciliation for 

July 2012 was 

reviewed later. 

 The 

inconsistencies 

on the treatment 

of intank sales 

was later 

corrected. 
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Performance Improvement Observations – prior year 

update 

Observation and recommendation 
KPMG 

Evaluation 

KPMG update from prior 

year 

Management 

update from prior 

year 

20. Partial capitalization of assets 

From our review of fixed assets additions we noted 

that incidental costs and improvement costs were 

being capitalized as new assets as opposed to being 

added to the costs of the improved assets 

Recommendation 

 All costs relating to an asset should be aggregated 

and capitalized as one item in the fixed asset register  

 

 Other matter   Unresolved - From our 

review of Fixed assets 

additions, we noted that 

incidental costs were still 

being partially 

capitalized. Examples of 

this are asset additions 

no 16503 ,16182, 18422 

and 18423. 

 

 Currently 

incidental costs 

are being added 

to the original 

cost of the 

Assets. 

Corrections to 

the whole 

register will be 

done in the next 

verification/valuat

ion of assets 

which is 

scheduled in 

year 2013/14 

21. Capitalization of refurbishment and 

redecoration costs 

From our review of fixed assets additions and the 

fixed assets register, we noted items of property, 

plant and equipment described  as refurbishment 

(repair works) and redecorations were capitalized as 

separate items with a useful life of 8 years without 

being allocated to the specific asset being 

refurbished  

Recommendation 

Management should adhere to the capitalization 

policy where repairs and refurbishments that do not 

meet the capitalization policy should be expensed. 

The capitalization policy should be in line with IAS 

16. 

 

 Other 

matter 

 

 Unresolved - From our 

review of fixed assets 

additions we noted that 

refurbishment costs 

were still being 

capitalized as separate 

line items instead of 

capitalizing the original 

asset. Examples 

include asset additions 

number 13494 & 14302 

 

 Currently 

refurbishment 

cost s that is 

meant to 

upgrade service 

stations are 

capitalized by 

adding to the 

original cost of 

the Assets. 

Corrections to 

the whole 

register will be 

done in the next 

verification/valuat

ion which is 

scheduled next in 

year 2013/14. 

22. Amortization of government grants 

From our review of the deferred income, we noted an 

amount of KShs13,247,680 being the amortization 

for the year as at 30 June 2012. The unamortized 

grant amounts to KShs109,085, 216.  We have not 

been able to obtain any supporting documentation 

giving the corporation authority to amortize this 

amount. 

Recommendation 

Management should demonstrate authority from the 

Ministry of Energy to amortize the amount payable to 

the income statement every year.  

 

 Significant 

deficiency 

 

 Unresolved - 

Management still 

continues to amortize 

the balance in their 

income statement 

without outright 

approval by the 

Ministry. However, from 

our review of grants, we 

noted that the 

Corporation still 

receives grants and 

funds from the 

Petroleum Development 

Levy and was 

evidenced by a letter 

from the Ministry. 

 Status of 

amortization 

remains as stated. 



Performance 

improvement 

observations – 

Current year 
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1. Reconciling items between the physical count and the 

general ledger amounts in relation to hospitability, third 

party locations and Nairobi National Terminal (NNT) 

Financial statement 

caption 

Inventory 

Grade Significant deficiency 

Observation From our review of the stock reconciliations, we noted; 

1. Differences between physical counts and the general ledger(GL) (This is at the NNT 

stock location). The reconciling items were mostly attributed to differences in “pump –

overs”, sales and deliveries (“Pump- overs” refer to collection of more or less fuel from the 

national terminal than was originally ordered for). The differences amount to approximately 

KShs 373,154,438, based on the closing weighted average prices at this stock point with 

the GL being higher than the statements. However, the reconciliation at this stock points 

includes products belonging to other oil marketers i.e. shipper products, which have a zero 

value in the GL. From our review of the shipper products, the quantities held in the sub 

ledger (3.5 million litres) does not agree to the actual quantities owed to these marketers, 

as per the shipper statements signed by the shippers, (1 million litres) . This reduces the 

variance at NNT by KShs 232,779,118. 

2.  Differences between “hospitality” statements and the general ledger(GL) (“Hospitality” 

inventory refers to inventory that other oil marketers hold in their depots for and on behalf 

of NOCK). These variances were mainly attributed to differences in sales and difference in 

receipts. The differences amount to approximately KShs 473,166,856.96, based on the 

closing weighted average prices at this stock point with the GL being higher than the 

statements. 

3. Differences between Kipevu Oil Storage Facility (KOSF) and Kenya Pipeline Company 

(KPC) statements and the general ledger arising from untimely clearance of reconciling 

items. The variances were attributed to difference in delivery, difference in sales and 

difference in pump overs. The differences amount to approximately KShs 341,482,099.65, 

based on the closing weighted average prices at this stock point with the GL being higher 

than the statements. 

4. . Differences between Kenya Petroleum Refinery Limited (KPRL) statements and the 

general ledger arising from untimely clearance of reconciling items on inventory relating to 

the Toll system. The variances were attributed to difference in delivery, difference in sales 

and difference in pump overs. The differences amount to approximately KShs 570,942,326 

based on the closing weighted average prices at this stock point with the GL being lower 

than the statements.  In addition, the Corporation has inventory relating to the Merchant 

system amounting to KShs  32,283,362 for which no statement has been received from 

KPRL as at the time of the audit. 

The total reconciling items as at 30 June 2013 amount to KShs 384,081,950.61 (2012: 

KShs1,472,437,669.) 

Although reconciliations have been prepared and reviewed by management, the 

reconciling items (as seen in the reconciliations) seem to be an accumulation of variances 

between physical/statement balances and the trial balances over time.  

Risk Misstatements of  inventory value as at year end. 

The reconciliations provided have old reconciling items and other reconciling items which 

when various stock points are aggregated should net off to zero. This is not the case. 

Recommendation Management should ensure that the reconciling items are investigated and appropriately 

cleared with the third party or appropriately adjusted to the trial balance on a timely and 

regular basis. 

Such reconciling items should be monitored by management both in volumes and values 

on a continuous basis to ensure their resolution with little or no accumulation of the same 

over time. 

There is need to reconcile and update the shippers general ledgers to the amounts drawn 

down as reflected in the shippers statements to ensure shippers receive only what is 

entitled to them. 
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1. Reconciling items between the physical count and the 

general ledger amounts in relation to hospitability, third party 

locations and Nairobi National Terminal (NNT)……continued 

Financial statement 

caption 

Inventory 

Management response 

and action plan 

The reconciling items  net off when valued using a standard cost, if the reconciling item is 

in a different location , most of  the reconciling items  are attributable  to timing differences 

where KPC and hospitality providers take long to update their records  when compared to 

oracle, Example is the AGO Gulf Safwa of 2009; 2,3265,68 at KOSF valued at kshs 

158,612,866, which has never been updated by KPC in the NOCK  statement. And in tank 

purchases at the hospitality depots where statements  are not provided. Management will 

discuss with KPC and hospitality with a view of harmonizing the operations between nock 

and KPC/Hospitality providers, this will assist in closing on all outstanding  reconciling 

items in 2013-14 financial period. 
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2. KPRL yield shift adjustment and inventory balance in 

the general ledger 

Financial statement 

caption 

Inventory 

Grade Significant deficiency 

Observation From our review of the inventory reconciliations we noted  that  the recoverability of the 

inventory at KPRL, valued at KShs 865,376,633 may be in question given the following 

matters: 

1. In 2012, KPRL issued oil marketers (OMC) in Kenya with notices to effect entitlement 

adjustments in their respective inventory holdings at the refinery relating to historical 

yield variances .The oil marketers contested both the quantum and methodology of 

effecting the entitlement adjustment.  This matter is still in dispute/discussion between 

KPRL, the OMC’s and the Ministry of Energy. 

2. KPRL has not been in operation for the last six months. The last month KPRL 

purchased and processed crude was June 2013 under the merchant system. This  has 

been attributed to the lapse of the contract between KPRL and the OMCs. 

3. In addition, the Corporation has paid for inventory but is yet to lift this inventory from 

KPRL. This inventory is held under other assets – Product USD and Excise duty 

accruals accounts. The  inventory in those accounts amounts to an additional KShs 

110,038,521.  

The Corporation is likely to face a contingent liability based on the contractual 

arrangements with the refinery relating to these entitlement adjustments depending on how 

the issue is ultimately resolved. 

Risk Recoverability of the inventory amounts shown in the general ledger as being held at KPRL 

as at 30 June 2013. 

Recommendation Management should consider making provisions and appropriate disclosures for balances 

with KPRL given the significant developments at the refinery. 

 

Management response 

and action plan 

KPRL stocks are an industry challenge, the corporation is waiting for government directive 

on how to access the stocks owed by KPRL. 
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3. Long outstanding reconciling items in hospitality, 

third party and NNT reconciliations 

Financial statement 

caption 

Inventory 

Grade Significant deficiency 

Observation From our review of the stock reconciliations, we noted long reconciling items which were 

older than a year. These consist of an accumulation of variances between 

physical/statement balances and the trial balances as far back as 2009. The differences 

amount to approximately KShs. 213,132,617 based on the closing weighted average prices 

at these stock points. This has been split as follows: 

 

 

 

 

 

The reconciliations provided have old reconciling items and other reconciling items which 

when various stock points are aggregated should net off to zero. This is not the case. 

Risk Misstatements of  inventory balance at year end as a result of reconciling items not being 

adjusted for on a timely and appropriate basis. 

 

Recommendation Management should ensure that the reconciling items are investigated and appropriately 

cleared with the third party or appropriately adjusted to the trial balance on a timely and 

regular basis. 

Long outstanding reconciling items which may not be recovered need to be written off. 

Proposed adjustment in relation to the same has been made and needs to be incorporated 

in the financial statements. 

 

Management response 

and action plan 

The reconciling items  net off when valued using a standard cost, if the reconciling item is 

in a different location , most of  the reconciling items  are attributable  to timing differences 

where hospitality providers take long to update their records  when compared to oracle, 

Example is the AGO Gulf Safwa of 2009; 2,3265,68 at KOSF valued at kshs 158,612,866, 

which has never been updated by KPC in the NOCK  statement. Management will discuss 

with the hospitality  providers with a view of harmonizing the operations between nock the 

hospitality providers, this will assist in closing on all outstanding  reconciling items in 2013-

14 financial period. 

Stock point Value of old reconciling items 

KPRL stock point 410,774,178 

All other stock points (197,641,561) 

Total 213,132,617 
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4. Negative balances in the Inventory stock ledger 

Financial statement 

caption 

Inventory 

Grade Significant deficiency 

Observation From our review of the  inventory sub ledger, we noted negative balances which consist of 

inventory overdrawn at KPRL stock point amounting to KShs 158,438,996 as at  30 June 

2013 as shown below for two products namely FO180 and TOPS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The inventory system should not be having any negative balances and the presence of 

such may be an indication of manual override of the controls in the system. 

Risk Misstatement of inventory balance. 

Override of controls in inventory 

Recommendation/ 

Discuss 

We propose review of the system controls within the inventory information system. 

Management’s right to off set  different products. 

Management response 

and action plan 

The above negative stocks relates to products overdrawn at KPRL,  at KPRL negativity is 

allowed  for a product if there is another product with Positive HCV for that marketer. 

Stock 

Point 

Loc Item U

O

M 

Physical 

quantity 

Unit 

cost 

Value 

301 KPRL Fuel Oil Cst 

180(FO 180) 

LTR                 509       52.68               

26,821.49  

302 KPRL Fuel Oil Cst 

180(FO 180) 

LTR              9,059       64.95             

588,384.95  

302 KPRL Fuel Oil Cst 

180(FO 180) 

LTR    1,103,240       64.95        

71,655,791.00  

802 KPRL Fuel Oil Cst 

180(FO 180) 

LTR  (1,563,339)      52.68      

(82,356,839.00) 

301 KPRL TOPS-NOC MT                  0.25   67,563.68               

16,890.92  

802 KPRL TOPS-NOC MT         (3,566)  41,607.86    

(148,374,045.00) 

TOTAL 

(158,442,995.64) 
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5. Preparation and review of monthly reconciliations for 

LPG and Lubricants 

Financial statement 

caption 

Inventory 

Grade Control deficiency 

Observation From our review of inventory reconciliations, we noted that reconciliations between 

physical inventory of lubricants and LPG (both gas and cylinders) and the system values 

were not prepared and reviewed on a monthly basis  This amounts to KShs 382, 782,788 

as at the end of the year where a purely substantive approach was taken to review the 

balance. This therefore nullified the need to have the monthly inventory count done as the 

results of the count were not reconciled to the trial balance with any resulting variances 

being investigated and appropriate adjustments made. 

Risk Misstatement of lubricants and LPG stock values 

 

Recommendation Management should ensure that reconciliations for all inventory items counted are 

prepared and reviewed with any variances investigated and corrected on a timely basis. 

 

Management response 

and action plan 

Monthly stock reconciliations for lubes and LPG have been implemented to ensure any 

variances are established and resolved on a timely manner. For the stocks held at 30th 

June 2013  in oracle they were tied to the physical  count. 
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6. Stock Costing method- Weighted average cost 

Financial statement 

caption 

Inventory 

Grade Control deficiency 

Observation From our review of inventory and the weighted average costing for inventory we noted that 

the weighted average cost is a monthly average of all purchases at a particular stock point 

as opposed to a moving average of inventory costs. As such, the unit cost of an inventory 

item bought and sold in the month is valued at the costs of future purchases in the month. 

Given the sensitivity of the unit price on the total inventory value, a small deviation from the 

correct moving  WACC would significantly misstate our inventory value. 

Risk Misstatement of cost of sales and inventory as at year-end. 

 

Recommendation Management should review the costing methodology with a view to adopting a moving 

weighted average costing method or FIFO method as required by IAS 2 – Inventories. 

 

Management response 

and action plan 

A moving weighted average costing method is being implemented to be ready by 1st 

January 2014. 
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7. Negative gross profit margins for Industrial Kerosene 

sales 

Financial statement 

caption 

Inventory 

Grade Significant deficiency 

Observation From our review of Industrial Kerosene sales and cost of sales, we noted that the 

Corporation had, for four months, recorded negative gross margins. The months are as 

follows: 

 

 

 

 

 

 

 

 

Risk Recoverability of the Kerosene inventory of amounts higher than the cost incurred on 

procurement of the same. 

Business risk in relation to the continued trading of the product at negative margins. 

 

Recommendation Management should review the business model as to whether they should discontinue the 

sale of this product. 

 

Management response 

and action plan 

IK prices were erratic in 2012-13 financial year where ERC  set prices that were lower than 

the cost of the product  leading to losses when  the product were sold,  Furthermore the 

Corporation is mandated to sell this product regardless of the margins. 

Month GP Margin 

July 2012 -5% 

August 2012 -5% 

September 2012 -7% 

June 2013 -2% 
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8. Exchange pool balances 

Financial statement 

caption 

Receivables and Inventory 

Grade Significant deficiency 

Observation From our review of other receivables, we noted an exchange pool balance of KShs 

41,547,091 classified as a receivable. However on further review of the same we noted 

that the amount was made up of an accumulation of invoices to and from other marketers 

for cylinders exchanged. 

This balance could however not be reconciled to the physical cylinders paid and collected 

from the marketers and cylinders on hand belonging to other marketers. The balance 

should also be  classified as part of inventory and reconciled together with the LPG 

reconciliation. 

Risk Recoverability of the amount shown as exchange pool receivable and unrecorded liabilities 

for cylinders yet to be invoiced. 

Misstatement of inventory 

 

Recommendation Management should ensure a reconciliation is done between the physical inventory 

collected and being held on behalf of other marketers and the recorded amount in the 

ledger for LPG cylinders.  

 

Management response 

and action plan 

 The  LPG exchange pool  system is a new development in the industry on the 

management of all OMC cylinders. It has been a challenge managing these cylinders since 

these are held in different locations by different OMC who take long to communicate the 

holding of other OMC cylinders. In the current financial year 2013-14,  a system has been 

developed to account for these cylinders  where there is an industry co-ordinator who 

should communicate the holding of these cylinders for timely reconciliations. 



© 2013 KPMG Kenya, a registered partnership and a member firm of the KPMG network of independent member firms affiliated with 

KPMG International Cooperative ("KPMG International"), a Swiss entity. All rights reserved. 23 

9. Long outstanding GRNs 

Financial statement 

caption 

Other payables 

Grade Significant deficiency 

Observation From our review of the goods received not invoiced (GRNI) listing, we noted long 

outstanding items aged over 90 days in GRNI amounting to KShs. 11,977,119. A summary 

of the GRNI aging is shown below 

Risk The lack of a timely reconciliation within the three way match of LPO, Goods received 

notes and invoices, ensuring only what was ordered is delivered and subsequently paid for. 

 

Recommendation The management should investigate the long outstanding  and debit GRNI balances with a 

view to resolving and passing appropriate adjustments. 

 

Management response 

and action plan 

The  Long outstanding GRNS will be investigated and resolved  in the current financial 

year. 

Age class Amount 

0-30 Days -38,818,338 

30-60 Days -4,131,600 

60-90 Days -1,148,841 

90-180 Days -2,220,918 

180-365 days -9,756,201 

Total -56,075,897 
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10. Bank Signatories 

Financial statement 

caption 

Cash 

Grade Control deficiency 

Observation From our review  of bank  signatories as obtained through the direct confirmations to us we 

noted that Pamela Oyugi who has since exited the company was still included as an 

authorised signatory, as at 30 June 2013, for the following accounts; Standard Chartered, 

KCB, CFC Stanbic and Housing Finance. 

Risk Risk of fraud and override of controls. 

Recommendation Management needs to ensure that they follow up and effect the changes in the authorised 

signatories at the bank as appropriate. 

Management response 

and action plan 

Management had communicated to the bank to change the signatories to the account 

(exclude Pamela Oyugi), on the date of her resignation, which the bank had not done as of 

30 June 2013. This has since been effected by the bank in the current year. 
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11. Assignment of roles and responsibilities 

Financial statement 

caption 

Governance 

Grade Other matter 

Observation From our review of the organisation chart  and follow up  of prior year  matters, we noted 

that, as at the 30 June 2013, the following positions in the organisation structure were 

vacant: 

a) ICT manager 

b) HR manager 

 

Risk Appropriate allocation and assignment of roles and responsibilities. 

Recommendation Management should ensure that the vacant positions in the organisation structure are filled 

to ensure the smooth operation of every department. 

Management response 

and action plan 

There are staff who are holding fort in the position in acting capacity and  the position are in 

the process of being filled in the current financial year,  
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12. Capitalization of items below capitalization threshold 

Financial statement 

caption 

Fixed assets 

Grade Other matter 

Observation From our review we noted that there were additions amounting to KShs 2,594,017 

capitalized which did not meet the KShs 30,000 capitalization criteria. 

An adjustment has been proposed to expense these items. 

 

Risk Overstatement of fixed assets and understatement of expenses. 

Non compliance to the CAPEX policy 

 

Recommendation Management should ensure compliance with the capitalization policy. 

 

Management response 

and action plan 

The  process of harmonising our Capex Policy with IAS 16 in relation to definition of the 

Fixed assets is in progress scheduled to be competed by 31st December 2013. 
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13. Provision for legal liabilities 

Financial statement 

caption 

Provision for legal liabilities 

 

Grade Other matter 

 

Observation From our review of the outstanding litigations and claims as confirmed directly to us by the 

corporations lawyers, we noted a case in which Total Kenya is suing for breach of the  

open tender system supply contract in relation to February 2011 supply. The lawyers have 

estimated a liability of USD 1,026,086 in relation to this case. 

We also noted a claim by Timau Argo industries against the corporation for specific 

performance and payment of KShs 229,320,000 being purchase price and KShs 8,400,000 

in damages for breach of contract for the purchase of the claimants parcel of land. 

No provision was made against these two legal cases. 

Risk Misstatement of provision for legal liabilities 

Recommendation and 

discuss 
Management through the in house legal team should continuously monitor all ongoing 

cases and re-assess the likelihood of success or failure in relation to the same making 

appropriate provisions as necessary. 

Discuss: managements assessment of the likelihood of success of the above cases as per 

the requirements of IAS 37 

Management response 

and action plan 

The legal provisions are based on advice from the in-house legal team,  management has 

been providing for all legal cases which are likely to succeed. 
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14. Withholding tax payable 

Financial statement 

caption 

Other payables 

Grade Other matter 

Observation From our review of withholding tax payable and the subsequent remittance in July 2013, 

we noted that there was a difference between the amount payable as at 30 June 2013 and 

the amount paid in July 2013 of  KShs4,671,536. No reconciliation has been provided for 

this variance. 

Risk Misstatement of withholding tax payable liability as at year end. 

Recommendation Management should on a more frequent basis, reconcile the withholding tax payable 

account. 

Management response 

and action plan 

The outstanding amount owed to KRA has since been paid in the current financial year. 
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15. Write off of older debts fully provided for 

Financial statement 

caption 

Trade receivable 

Grade Other matter 

Observation From our review of trade receivables, we noted  that old debtors of amount  KShs 

57,518,209 which are fully provided for in the provision for bad debts. These Debtors 

amount  are deemed unrecoverable.   

 

Risk Misstatement  of the deferred tax asset. 

Recommendation Management should write off these assets where all the legal processes have been 

exhausted and board approvals obtained. 

                                                                                                                                                                                                                                                             

Management response 

and action plan 

Management is in the process of seeking approval from the board to write off old debts that 

have been established to be irrecoverable after exhausting all avenues of debt recovery. 
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16. Service Level Agreement (SLA) 

Financial statement 

caption 

Trade payable  

Grade Other matter 

Observation From our review of deferred income and  the upstream expenses, we noted  that there was 

no formal policy which informed the apportionment between  down stream and upstream 

expenses. 

Deferred income arises when the Corporation receives funds/grants from the Ministry of 

Energy to support the exploration activity of the Corporation. The grant is conditional on 

incurring exploration costs hence these funds will be recognised as deferred income until 

exploration costs are incurred. 

 

Risk Misstatement of the deferred income amount and misallocation of costs and income 

between upstream and downstream operations. 

Recommendation  A formal Service Level Agreement (between downstream and upstream departments) 

should be developed  that will guide the allocation of expenses between downstream 

expenses and exploration expenses. 

                                                                                                                                                                                                                                                             

Management response 

and action plan 

A formal Service Level Agreement will be developed  in the current financial year that will 

guide the allocation of exploration expenses. 
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17. Consultant access to the database and shared 

accounts 

IT Control element Access administration controls 

Grade Other deficiency 

Observation • KPMG noted two accounts on Oracle: INQUIRY and TECHNET that cannot be attributed 

to a specific user. TECHNET is used by the vendor for provision of support whereas 

INQUIRY is a shared account used by the marketing department. 

• INQUIRY has read only rights which include: Asset Inquiry, NOC ASSETS INQUIRY, NOC 

Order Management, NOC Payables Inquiry and NOC Receivables Inquiry.  

• TECHNET has super user rights: NOC Pricing Manager, NOC Purchasing Super, NOC 

Production and Product Development. 

• From a review of Signon audit logs, KPMG discovered that TECHNET had been used to 

access 78 different forms within Oracle and no reviews had been carried out on the 

activities of this account. 

• In addition, KPMG noted that TECHNET had accessed systems administration forms 

without these rights being assigned to its user profile. 

Refer to Appendix 1 for an excerpt of these rights 

Risk • The shared account does not allow for individual accountability and may used to gain 

unauthorized access to the system in the event one of its users left the organization. 

• Unmonitored third party access to the transaction and system administration levels of the 

key financial system would expose the organization to system errors, fraud and 

introduction of malware. 

Recommendation • Assign individual accounts to all users who are currently using the INQUIRY account for 

individual accountability. 

• Controlling external vendor access needs an organization to understand the 

circumstances in which the vendor needs to access their production system. Also, 

consideration should be made to provide inquiry-only access to external vendors and 

only provide privileged access until there is a production problem which needs to be 

addressed.  

• The vendor should be required to document all changes they made to the system. 

• Periodic reviews of audit logs outlining activities by super users should be carried out 

periodically e.g quarterly by the business and internal audit. In addition, the TECHNET 

account should be deactivated and activated when need be after an appropriate 

approval process. 

                                                                                                                                                                                                                                                             

Management response 

and action plan 

The TECHNET account is being by the consultants for providing Application support and 

re-implementation of new business processes (Re-implementation of Lubes process , 

Implementation of Landed Cost Module and Daily Costing) for a period of 2 years till 31-

JUL-2014. TECHNET approvals are in place. 

TECHNET had been assigned the System administrator role 11-DEC-2012 to 22-MAY-

2013 which was essential for Lubes Re-implementation project. 

Other responsibilities Product Development Security Manager, NOC Formulator, NOC 

Production Supervisor, NOC Pricing Manager and Global HRMS Manager have been 

deactivated already. INQUIRY has view only rights to Oracle. 

Excessive rights have been deactivated 
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18. Segregation of duties conflicts within Oracle 

IT Control element Configuration of access rules 

Grade Significant deficiency 

Observation • We noted a segregation of duties conflict within IT where the database and systems 

administrator roles have not been segregated and are assigned to both the Systems 

Developer and the Database Administrator 

• The Systems Developer also has super user transaction approval and posting rights to 

various modules on the production. 

Refer to Appendix 5 for an extract of these responsibilities 

Risk • Allowing the system administrator to have access to financial transactions can result in 

excessive access in which the individuals can perform inappropriate financial 

transactions and remove the trail. 

• Unmonitored access to the user provisioning and application maintenance accesses can 

result in a developer modifying forms, functions and menus and assigning them to 

himself or other users which could result in potentially fraudulent activities. 

Recommendation We recommend that: 

• System administration activities and transaction level access are appropriately 

segregated.  

• System administration activities related to user access management and application 

(profile options) maintenance activities are appropriately segregated. 

• Where this is not possible, a regular review of transaction level activities by this accounts 

should be carried out. 

                                                                                                                                                                                                                                                             

Management response 

and action plan 

Response from IT 

All activities of the Oracle Developer are continuously reviewed by the Internal Audit – 

System auditor and signed off by the ICT Manager.  

Any customization to Forms , Reports, Menus and Functions needs authorizations from the 

module custodian (HOD of the respective business process) and can only be uploaded to 

the Production Environment by the DBA who has rights on the application object folders. 

Activities of the System Administrator accounts are tied to specific Users who are 

accountable to any activity performed on their account. 

Going forward the Oracle developer will be reduced to database level on the production 

database and application rights on the test database. 

Response from Internal Audit 

It is impractical to manually review the activities of the applications developer. I 

continuously review the access rights of all the staff in the corporation to ensure there is 

segregation of duties hence no review has been carried out from June 2012 to June 2013 
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19. Security policy approval 

IT Control element Information security policy 

Grade Other deficiency 

Observation • KPMG inspected NOCK's IS Policy version 1/1 and noted that the document had not been 

approved by the Managing Director. The current policy that is in effect, version 1/0, was 

last updated in 01 June 2010. Key changes to the IT environment include: use of mobile 

devices, remote access and periodic access rights review. 

• ISO 27002: 2005 adopted from BS7799 from which NOCK bases its IT Policy standards 

requires that the security policy be regularly reviewed and updated in light of changing 

circumstances, environment and experience.  

• As a minimum the IT Policy should be reviewed annually and any changes approved by 

the Board. 

Risk • Without the Security Policy Approval, the management is not obliged to enforce the 

security policy. Hence users may engage in activities that may compromise the 

confidentiality, integrity and availability of the company’s critical information. 

• If the policy is not up to date with changes in the IT environment resulting may result in 

an increased susceptibility to external attacks through social engineering as attackers 

continue to find new ways to compromise organization security. 

Recommendation We recommend that NOCK considers developing Security policies approval procedure to 

ensure that the management is committed to enforcing it. 

• In addition a process should be instituted to ensure that the IS policy is updated regularly 

with changes in the IT environment. 

                                                                                                                                                                                                                                                             

Management response 

and action plan 

The new IS policy version 1/1 has now been approved. 
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20. Weak passwords 

IT Control element Identification and modification 

Grade Other deficiency 

Observation • KPMG noted that FuelFACS has not enforced minimum password requirements as 

documented in the IS policy. This include: 

 

 

 

 

 

 

• KPMG noted that there were dormant accounts for Robert Kibiwot and Anthony Oduor with 

351days and 93days respectively since last logon contrary to NOCK’s IS Policy which 

does not allow for a period of inactivity exceeding 90 days.  

• KPMG also noted that Anthony Oduor and Francis Njuguna had their passwords set to 

never expire against NOCK’s IS Policy which stipulates that a password expires after 30 

days. 

Refer to Appendix 2 for an extract of these password exceptions 

Refer to Appendix 6 for dormant accounts and passwords set to never expire 

Risk • Weak password configurations may compromise the first point of security and expose 

NOCK to malicious activities such as identity theft leading to unauthorized changes in 

inventory and attacks on systems and information leading to financial misstatements in 

stock levels.  Weak passwords are also prone to password cracking tools which continue 

to improve. Passwords that once took weeks to crack can now be cracked in hours. 

• Passwords that do not expire are weak and prone to password cracking tools which 

continue to improve. Passwords that once took weeks to crack can now be cracked in 

hours. 

• Dormant accounts can be used to gain unauthorized access to the system since their 

passwords have not been changed. 

Recommendation • KPMG recommends that strong password settings should be defined and documented in 

the organization's ICT user policy. For a password to be strong, it should:  

• be at least seven characters long 

• contain characters from each of the following three groups: letters (uppercase 

and lowercase), numerals and symbols 

• be significantly different from prior passwords 

• not contain your name or user name 

• not be a common word or name 

• Where non-compliance is unavoidable due to technical or design limitations, formal 

dispensation should be sought from the management of the IT and business 

departments. 

• KPMG recommends that NOCK enforces password expiry for all accounts and disables 

any dormant accounts noted during user access reviews.                                                                                                                              

Management response 

and action plan 

Anthony Oduor and Francis Njuguna’s password expiry on the domain have now been set 

to expire as per the policy. Robert Kibiwot works at the ministry and Anthony Oduor is 

currently on study leave hence their dormant accounts. 

Requirement Policy FuelFACS 

Password required Yes Yes 

Minimum length 6 characters 1 character 
History 3 passwords None 

Expiration duration 30 days None 

Lockout 3 bad logons None 

Complexity Yes No 
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21. Physical access restriction 

IT Control element Physical access controls 

Grade Other deficiency 

Observation • KPMG observed that the NOCK’s server rooms both at the headquarters and NNT 

physical access is controlled via card-access. We were informed that access is restricted 

to IT personnel only; however we could not obtain a system generated log of all entries to 

confirm this as the report-generating system had crashed and was no longer functional. 

Risk • Without a report-generating system in place, to generate a log of all server-room visits, it 

is difficult to periodically review list of users with access to computer facilities which may 

causes a violation in access rights leading to loss of confidentiality, integrity and 

availability of data.  

Recommendation • KPMG recommends implementation of  a report-generating system in place or a server 

room visits register as well as periodic review of physical access to the server room so 

as to ensure that only authorized users access the server rooms.                                                                                                                              

Management response 

and action plan 

There is a manual register in place for any one accessing the HQ server room. For NNT, a 

manual register has been prepared and will be in place on Monday 11th Nov 2013 

Procurement is in the process of acquiring a new physical access control system due to the 

problems in the existing system. 
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22. Backup media off-site physical access 

IT Control element Backup and recovery procedures 

Grade Other deficiency 

Observation • Before access to the off-site backup site at KDN is granted, documented approval has to 

be obtained from the ICT Manager.  

• KPMG noted one instance on 6th September 2012, where approval was not obtained from 

NOCK’s Management yet access to the backup media offsite had been granted.  

 

Refer to Appendix 4: Unapproved KDN Telehouse Access Works Order 

Risk • With unauthorized or uncontrolled backup media access, the organization faces, the risk 

of losing data, through theft or intentional or unintentional damage. For instance Morgan 

Stanley was ordered to pay $1.45 Billion to Ronald Perelman, in part because it failed to 

produce all relevant email during the disclosure phase of the trial. There is also a risk of 

unauthorized access of the data, which may lead to loss of confidentiality of the data or 

corruption or deletion of the same from individuals with ill intentions. 

Recommendation • KPMG recommends that established procedures for accessing the off-site  backup 

location be strictly adhered to avoid unauthorized access which may result in 

compromising of the confidentiality, integrity and availability of NOCK’s data.  

Management response 

and action plan 

There is an approved list which is maintained by KDN with all authorised staff, as a 

measure to prevent unauthorised access to offsite Storage.  

On 6th Sep 2012, the person who accessed the offsite storage at KDN was in the approved 

list.  

The procedure to have the form signed in advance will be utilized in future and as an 

added security measure, an e-mail request stating purpose and time of visit to KDN offsite 

storage has to be send to dcsupport@kdn.co.ke and an acknowledgment send to national 

oil staff before delivering the backup medias. 
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23. Incident management 

IT Control element Incident and problem management procedures 

Grade Other deficiency 

Observation • On 29 May 2013, KPMG inspected a system-generated log of all incidents logged during 

the period under review and noted that 4.5% of the issues (130 issues out of a total of 

2913) had not been closed. 

• KPMG also noted that NOCK's ICT SLA between Business and IT did not document 

guidelines for review and escalation of unresolved issues as well as categorization of 

issues based on priority.  

 

Refer to Appendix 3: Unresolved Helpdesk Issues 

Risk • Lack of documented classification mechanism means that problems may not be 

prioritized in accordance with the business needs. In addition, management may lack the 

ability to keep track of recurring user problems/issues. 

• The risk of delays in resolving critical incidents, failure to identify reoccurring incidents 

and failure to identify incident of high priority. 

Recommendation We recommend that: 

• Implements a documented procedure to follow when an incident occurs as dictated by a 

service level agreement created between the business and IT. 

• NOCK utilizes their existing system-based helpdesk facility to ensure user problems are 

prioritized, monitored, solved and closed..  

• In addition, it will also provide an opportunity to create a knowledge database, which can 

be used to resolve common user problems and act as a measure of performance of the 

IT personnel. 

• Appoint personnel to investigate, resolve and review incidents.  

Management response 

and action plan 

All Open issues have now been Closed  in the helpdesk application by the new contract 

staff member. 

There is a new System Administrator – User support who reviews Monthly helpdesk 

issues. 
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24. Sign-off on User Definition Form 

IT Control element Access Assignment Controls 

Grade Other Deficiency 

Observation 

• KPMG noted that ICT User definition forms are not signed off by the ICT department to 

indicate that the access rights requested have been assigned as required. 

Risk • The risk that the possibility of repudiation exists from ICT in the event that accesses 

assigned do not tie to accesses requested. The risk is significantly lowered due to the 

approvals by the business. 

Recommendation • Unless formal dispensation is obtained on the importance of this sign off, KPMG 

recommends that user definition forms are completed as required. 

Management response 

and action plan 

All User Definition form have been reviewed. The forms lacking signoff did not have 

authorization in form of sign off from the HR department or Departmental HOD and have 

been returned to the users. 

As an extra measure, the ICT signoff has been separated into 2:- one for the staff who 

creates login for AD and Printer and the other one for ERP access. 
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Appendix 1: TECHNET and INQUIRY access rights 

USER 
SECURITY 

GROUP 
APPLICATION RESPONSIBILITY START END 

TECHNET Standard Advanced Pricing NOC Pricing Manager 22-NOV-2012 31-JUL-2014 

TECHNET Standard Cost Management Cost Management - SLA 04-JAN-2013 31-JUL-2014 

TECHNET Standard Human Resources Global HRMS Manager 02-FEB-2013 31-JUL-2014 

TECHNET Standard Inventory NOC Inventory Super User 22-NOV-2012 31-JUL-2014 

TECHNET Standard Order Management NOC Order Management 20-DEC-2012 31-JUL-2014 

TECHNET Standard Process Manufacturing NOC OPM Financials 22-NOV-2012 31-JUL-2014 

TECHNET Standard Process Manufacturing NOC Production 22-NOV-2012 31-JUL-2014 

TECHNET Standard Process Manufacturing NOC Formulator 22-NOV-2012 31-JUL-2014 

TECHNET Standard Process Manufacturing Product Development 26-NOV-2012 31-JUL-2014 

TECHNET Standard Purchasing NOC Purchasing Super 04-JAN-2013 31-JUL-2014 

USER 
SECURITY 

GROUP 
APPLICATION RESPONSIBILITY START END 

INQUIRY Standard Assets Asset Inquiry 1-Dec-10 

INQUIRY Standard Assets NOC ASSETS INQUIRY 1-Dec-10 

INQUIRY Standard Order Management NOC Order Management 1-Dec-10 

INQUIRY Standard Payables NOC Payables Inquiry 1-Dec-10 

INQUIRY Standard Receivables NOC Receivables Inquiry 1-Dec-10 
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Appendix 2: Password configurations 

Description  The policy  Domain  Oracle ERP  FuelFACS 

Password Required  Yes  Yes  Yes  Yes 

Minimum password length  6 Characters 8 Characters 8 Characters 1 character 

Password History  
At least 3 

Passwords 
6 Passwords  

Passwords cannot be 

repeated within 180 

days  

None 

Password expiration duration  30 days 30 days 30 days  None 

Number of bad logon before 

lockout  
3 bad logons 3 bad logons 3 bad logons No lockout 

Password requiring 

Alphanumeric + Special 

characters  

Enforced Enforced  Enforced  N/A 
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Appendix 3: Unresolved helpdesk issues 

ID QUEUE SUBJECT OWNER CREATED RESOLVED TODAY 
DAYS_SINCE_RAISE

D 

2901 IT Security 
Angela wahome -needs to access 

flash disk sgitau 07-01-13 Open 
31-05-

13 143 

2907 Downtime 
Jane thuo-unable to connect -coz 

of no active point. sgitau 09-01-13 Open 
31-05-

13 141 

2910 Downtime 

mogekoyo needs a phoneswitch -

coz Edwin has been taken to 

eldoret sgitau 09-01-13 Open 
31-05-

13 141 

2918 Downtime 
Martine Nyaga request for change 

of email account name. sgitau 14-01-13 Open 
31-05-

13 136 

2924 Downtime 

rgina is requesting for the phone 

interface to be charged from 

Monica Mwangi to Receptionist . sgitau 15-01-13 Open 
31-05-

13 135 

2925 Downtime oracle not working okay smutinda 15-01-13 Open 
31-05-

13 135 

2943 Helpdesk 
RE: Error on duty payment. 

(TESTING ORACLE UPGRADE) Nobody 23-01-13 Open 
31-05-

13 127 

2944 Helpdesk 
RE: Error on duty payment. 

(TESTING ORACLE UPGRADE) Nobody 23-01-13 Open 
31-05-

13 127 

2948 Helpdesk FW: Users of mobile devices Nobody 25-01-13 Open 
31-05-

13 125 

2952 Downtime 
Silas needs to be reset oracle 

password. tnjoroge 29-01-13 Open 
31-05-

13 121 

2955 Downtime 
MD can't be able to send mail from 

the galaxy note tnjoroge 29-01-13 Open 
31-05-

13 121 

2965 Helpdesk 

Pamela Oyugi experiencing 

problems receiving emails via her 

Samsung Galaxy Note 10.1 Nobody 05-02-13 Open 
31-05-

13 114 

2966 Helpdesk Setting of ESD in the head office Nobody 05-02-13 Open 
31-05-

13 114 
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Appendix 4: Unapproved KDN Telehouse Access Works 

Order 
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Appendix 5: Sample forms accessed by SMUTINDAs 

account and TNJOROGE rights on Oracle 

USERNAME RESPONSIBILITY NAME FORM NAME 

SMUTINDA NOC OPM Financials Actual Cost Adjustment 

SMUTINDA NOC OPM Financials Actual Cost Process 

SMUTINDA NOC Purchasing Super User AutoCreate Documents GUI 

SMUTINDA NOC Receivables Manager AutoInvoice Exceptions 

SMUTINDA NOC Inventory Super User Change Organization - MRP 

SMUTINDA NOC Receivables Manager Collections 

SMUTINDA NOC Payables Manager Control Period Statuses 

SMUTINDA Order Management Super Us Copy Price List 

SMUTINDA NOC OPM Financials Cost Calendar 

SMUTINDA NOC Inventory Super User Cost Periods 

SMUTINDA Order Management Super Us Create Price Lists 

SMUTINDA Order Management Super Us Defaulting Rules 

SMUTINDA NOC Purchasing Super User Define Control Groups GUI 

SMUTINDA NOC Payables Manager Define Financials Options 

SMUTINDA NOC Inventory Super User Define Inter-Organization Ship 

SMUTINDA Order Management Super Us Define Item Template 

SMUTINDA NOC Inventory Super User Define Item Transaction Defaul 

SMUTINDA NOC Energy Apps Super Use Define Lookups 

SMUTINDA NOC Inventory Super User Define Organization Access 

SMUTINDA NOC Inventory Super User Define Organization Parameters 

SMUTINDA NOC Inventory Super User Define Pick Slip Grouping Rule 

USERNAME RESPONSIBILITY NAME FORM NAME 

TNJOROGE System Administration System Administrator 

TNJOROGE Human Resources NOC  Employee Self- 

TNJOROGE Application Object Application Diagnostics 

TNJOROGE Application Object Application Developer 
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Appendix 6: Dormant accounts and passwords set to 

never expire 

Dormant 

accounts 

Password set to 

never expire 
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